
 

Security Control Framework Comparison 
HIPAA Controls overlap the more comprehensive ISO 27002 Security Framework, although 

HIPAA is both less granular and less comprehensive 

CONTROL AREA QUANTITY OF CONTROLS 

ISO 27002 HIPAA 
Policy 
 

  

Organizational Security 





 

Asset Management  -None- 

HR Domain 

 
 

Physical and Environmental 
Security 



 
 

Communications and 
Operations Management 











 

Access Control 









 







 

System Development 



 

 

Change Control   
Incident Management 

 
 

Business Continuity  

 
TOTAL CONTROLS 111 42 

 

Sample Controls in ISO 27002, which may be essential for security for certain 

covered entities or Business Associates, but are not included in HIPAA: 

 Patch and Vulnerability 

Management 

 Penetration Testing 

 Secure Application Development 

Methodology 

 Programmer Competency 

 Wireless Security Protocols 

 Cryptography Specifications 

 VoIP Specifications




