
 

Eagle Consulting Partners  

Security Management Process Overview 

 

 

Analyze 
Business 
Processes

Inventory 
Applications 

Processing ePHI

Identify 
Appropriate 

Controls

Review Existing 
Controls

High-Level 
Risk Analysis

Detailed
Risk Analysis

Mitigation/
Monitoring

Threat Actors & Threats 
Impact Analysis 

- Out of Pocket Dollars $ 

- Lost Revenue $  
- Intangible Impacts 

Probability of Occurrence 
Controls to Mitigate 

Threat/Vulnerability Pair 

Impact (High/Med/Low) 
Probability (High/Med/Low) 

Recommended Best Practices 
Prioritized Corrective Actions 

Vulnerability Analyses 
Penetration Testing 

Vendor Management 
Policies and Procedures 

Technical Audits  
Security Awareness 

Training 

Physical Asset Inventory 

Software Asset Inventory 
Quantify Data Volumes 

Characterize Data 
Review Application Controls 


