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YOU ARE THE TARGET

WHO?

• Criminals including the Mafia

• Nation States
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YOU ARE THE TARGET

WHAT?

• Ransomware

• Online Banking Theft

• Identity Theft

• Credit Card Fraud

• Espionage and counter-

espionage

• Warfare

• Data destruction
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YOU ARE THE TARGET

HOW?

• Hacking Vendors / Password 

theft

• Phishing

• Targeted attacks (e.g. 

spearphishing)

• Malware

• Malicious websites

• Email Attachments

• Email Links
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PASSWORDS AND MULTI-FACTOR 
AUTHENTICATION
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PASSWORDS

• Choose a good password

• At least 8 Characters, longer is better

• Avoid a single word or name

• “Passphrases” that are memorable are best

• Unique passwords for each account

• Keep passwords confidential

• Do not share

• Consider a password manager
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MULTI-FACTOR AUTHENTICATION

• Factors

• Something you know

• Something you have

• Something you are

Examples
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MULTI-FACTOR AUTHENTICATION

• Factors

• Something you know

• Something you have

• Something you are

Examples

Password

Text message sent to phone

Fingerprint or facial recognition
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ENCRYPTION

en·cryp·tion (n) 

The process of encoding a message or other data in such a way so that only authorized 

parties can access it

• Symmetric Key

• Relatively simple encryption – each party knows the key

• Example: Caeser’s Cipher – shifting the alphabet by 3 letters

• Public Key

• Combination of a key that is shared and a key that is kept private only to you

• Used for most online encryption: HTTPS
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ENCRYPTION

Data at Rest

• Protects data stored locally

• Protects against lost or stolen 

devices

• Example: data on iPhone protected 

by touchID

Data in Motion

• Protects data being transferred to 

other parties across a connection

• Protects data from being 

intercepted

• Internet uses “https” which encrypts
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Internet Explorer:

Chrome:

Firefox:
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ENCRYPTION USED AGAINST YOU

• Ransomware

• Downloaded malicious software

• Quietly encrypts files on local computer and server

• Attempts to spread itself through email and file shares

• Demands a ransom of $200 - $900 to release decryption key
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SAFE BROWSING

UNDERSTANDING URLS
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URL
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Protocol
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Domain / Host
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Path
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SAFE BROWSING

• Threats/Risks

• Cookies and Tracking

• If the product you are using is free,  you are the product
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EMAIL SAFETY

• Recognizing phishing

• Attachment Risks

• Examining links
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SOCIAL ENGINEERING

Definition: Psychological manipulation of people into performing actions or 

divulging confidential information. Done for the purpose of information gathering, 

fraud, or system access.

• Phishing is an example of Social Engineering
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WHAT SHOULD YOU DO?

• If you are unsure about the validity of an email or website, or are worried 

that you may have fallen victim to an attack:

• Disconnect your computer from any networks and internet connections

• Turn your computer off

• Contact your tech support or IT vendor

• We recommend not attempting to pay ransomware, as it increasingly doesn’t matter
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CONCLUSION

• You are the TARGET, but you are part of the SHIELD

• A good defense requires diligence

• Threats are real, but can be minimized



EagleConsultingPartners.com

QUESTIONS?


