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YOU ARE THE TARGET

WHAT?

Ransomware
Online Banking Theft
|dentity Theft

Credit Card Fraud

Espionage and counter-

espionage
Warfare

Data destruction



YOU ARE THE TARGET

~a ' HOW?¢
> ' * Hacking Vendors / Password
- - - theft
® Phishing

®* Targeted attacks (e.g.
spearphishing)

®* Malware
®*  Malicious websites

®  Email Attachments

®  Email Links
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YOU ARE THE TARGET

WHO?

CONSULTING PARTNERS

Criminals including the Mafia

Nation States

WHAT?

Ransomware
® Online Banking Theft
* Identity Theft

® Credit Card Fraud

®* Espionage and counter-

espionage
®* Warfare

® Data destruction

HOW?¢

* Hacking Vendors / Password
theft

® Phishing
®* Targeted attacks (e.g.
spearphishing)

®* Malware
®*  Malicious websites

®  Email Attachments

®  Email Links



PASSWORDS AND MULTI-FACTOR
AUTHENTICATION




PASSWORDS

® Choose a good password
* At least 8 Characters, longer is better
® Avoid a single word or name
* “Passphrases” that are memorable are best

® Unique passwords for each account

* Keep passwords confidential
® Do not share

®* Consider a password manager

p
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MULTI-FACTOR AUTHENTICATION

® Factors Examples
* Something you know
* Something you have

®* Something you are
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MULTI-FACTOR AUTHENTICATION

® Factors Examples
® Something you know Password
® Something you have Text message sent to phone

® Something you are Fingerprint or facial recognition




ENCRYPTION

encryp-tion (n)
The process of encoding a message or other data in such a way so that only authorized
parties can access it

* Symmetric Key
® Relatively simple encryption — each party knows the key

* Example: Caeser’s Cipher — shifting the alphabet by 3 letters

® Public Key

®* Combination of a key that is shared and a key that is kept private only to you

® Used for most online encryption: HTTPS

p
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ENCRYPTION

Data at Rest Data in Motion

® Protects data stored locally ® Protects data being transferred to

: ther parti r nnection
® Protects against lost or stolen other parties across a connectio

devices ® Protects data from being
®* Example: data on iPhone protected intercepted
by touchlD ® Internet uses “https” which encrypts

) .-
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Internet Explorer:
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W Encryption - Wikipedia

I W Encryption - Wikipedia X
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WIKIPE

The Free Encvcl

Main page
Contents
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’ Chrome:

Featured conten
Current events
Random article

Donate to Wikips

Wikipedia store

Interaction
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C (| & Secure | https://egwikipedia.org/wiki/Encryption

WIKIP

The Free Ency

Main page
Contents

Random arti
Donate to Wi
Wikipedia stqg

WIKIPEDIA
The Free Encyclopedia
Main page

Contents
Featured content

wikipedia.org/wiki/Encryption

Article Talk

Encryption

From Wikipedia, the free encyclopedia

"Encrypt” redirects here. For the film, see Encrypt (film).
This article is about algorithms for encryption and decryption. For an overview of ¢

In cryptography, encryption is the process of encoding a message or information in sug



ENCRYPTION USED AGAINST YOU

® Ransomware
®* Downloaded malicious software
®* Quietly encrypts files on local computer and server
* Attempts to spread itself through email and file shares

®* Demands a ransom of $200 - $200 to release decryption key




Ooops, your files have been encrypted!
What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe vou are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

Payment will be raised on Can | Recover My Files?

SAG201T D0:AT:55 Sure. We guarantes that yvou can recover all your files safely and easily. But vou have
not 50 enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>,

But if you want to decrypt all vour files, vou need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, vou won't be able to recover your files forever.,

We will have free events for users who are so poor that they couldn't pay in 6 months

Your files will be lost on
How Do 1 Pay?

SI207201T D0:AT:55 Payment is acceptad in Bitcoin only. For more information, click <About bitcoin®.
Ti Flease check the current price of Bitcoin and buy some bitcoins. For more information,
. click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.
After yvour payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

~Erre e . e e e TS

Send $300 worth of bitcoin to this address:

bitcoin
(Tauaaaiit a4 | 1289YDPgwuel9NyMgwS19pTAABIsjre SMw
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SAFE BROWSING

UNDERSTANDING URLS




g=v |BM Knowledge Center - X

< 2> C (0 @& Secure Ihttps:ffwww.ibm.::omfsupport/’knmwledgecenter!en!SSGMCP_S.1.0;’com.ibm.cics.ts.internet.doc!topichdﬂwtl_uricomp.htm|

IBM Knowled; (JRL Marketplace Search IBM Knowledge Center

CICS Transaction Server 5.1.0 Vv

Product overview > CICS andthe web > Internet, TCP/IP, and HTTP concepts >

Vv

The components of a URL

A URL (Uniform Resource Locator) is a specific type of URI (Universal Resource Identifier). A URL normally locates an exi

of contents

resource on the Internet. A URL is used when a web client makes a request to a server for a resource.
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g=v |BM Knowledge Center - X

< 2> C (0 @& Secure ww.ibm.com/support/knowledgecenter/en/SSGMCP_5.1.0/com.ibm.cics.ts.internet.doc/topics/dfhtl_uricomp.html|

IBM Knowle Protocol Marketplace Search IBM Knowledge Center

CICS Transaction Server 5.1.0 Vv

Product overview > CICS andthe web > Internet, TCP/IP, and HTTP concepts >

Vv

The components of a URL

A URL (Uniform Resource Locator) is a specific type of URI (Universal Resource Identifier). A URL normally locates an exi

resource on the Internet. A URL is used when a web client makes a request to a server for a resource.

of contents
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The components of a URL

A URL (Uniform Resource Locator) is a specific type of URI (Universal Resource Identifier). A URL normally locates an exi

resource on the Internet. A URL is used when a web client makes a request to a server for a resource.
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SAFE BROWSING

®* Threats/Risks
® Cookies and Tracking

® If the product you are using is free, you are the product




A Amazon Sign In , spmed we_hsite ﬁHL o

— |0 P/ www.amazonn.cgm/ap/sig | ey '

dmazZon

Sign in
Email {(phone for mobile accounts)

customerg@amazon. com

Password Forgol your password’/

N
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EMAIL SAFETY

® Recognizing phishing
® Attachment Risks

® Examining links




H © O | Can you log in and transfer me funds? - Message (HTML)

File Message FormatText Review Help ) Tell me what you want to do

M =) Business Card ~ D L?;'Shapes < » @ Lnk - [2=] Text Box ~ Drop Cap TU Equation ~
[ Calendar ] & F(L;' lcons ('l | @ Bookmark Q Quick Parts ~ @,Date & Time €2 Symbol ~

B‘Si nature ~ Table  Pictures Online

419 v Pictures

Attach Outlook

- - - ] c A= . .
File~ Item EB 3D Models ~ g, A WordArt 3 Object 7= Horizontal Line

Include Tables llustrations Text Symbols

To..

Cc..

Subject Can you log in and transfer me funds?

Gary,

Can you login and transfers funds to my account?

http://www.stealyourlogininformation.com/

Ctrl+Click to follow link

www.wellsfargo.com

Philip Williams

Account Manager
e: Pwilliams@EagleConsultingPartners.com
\ 3 d: 216.503.0333 ex. 102 m: 440.567.1997

Eagle Consulting Partners, Inc.
6779 Memphis Ave., #7

Cleveland, OH 44144

LinkedIn | Facebook | Web | Blogs

Thanks
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% - : Request for payment from At PC - Message (PI...

Message Q Tell me what you want to do

~ m— 2 Reply > q ‘
=1 | X x =2 Reply All = | & )
Log :@ . Delete Archive + e Quick Move Tags Editing Zoom Save

Message (3 Forward Steps ~ e Y > Attachments

CRMtool Delete Respond Quick Steps = Zoom Box

Ryder P. Woodward <jetorre3@terra.com.br> Gary Pritts

Request for payment from At PC

m—| Attached file: At PC.docx
W =

Good Day

Please see Request for payment in attachment.
Document Password: 7zXG
Best regards

Ryder P. Woodward
At PC



SOCIAL ENGINEERING

Definition: Psychological manipulation of people into performing actions or
divulging confidential information. Done for the purpose of information gathering,

fraud, or system access.

® Phishing is an example of Social Engineering




From: on behalf of

Amazongemanagement@mazoncanada.ca> *— — .
(notejthe;missing AlintAmazon)
To: @sheridanc.on.ca sty S o

Cc
Subject: Suspension

amazoncom

Dear Client. | <= GenEriC NoN-personalized greeting

We have sent you this e-mail, because we have strong reason to belive, your account has been used by someone

else.ln order to prevent any fraudulent activity from occurring we are reguired to open an investigation into this matter.
Weve locked your Amazon account, and you have 36 hours to verify it, or we have the right to terminate it.

1o confirm your identity with us click the link bellow:

hitps:ihwwaw. amazon.comfexec/obidos/sign-in.html

Hovering oyver. the link reveals;it.points.to.a;.non-Amazon
site - "http:/iredirect-kereskedj.com” a

The Amazon Associates Team

y/ 1996-2013, Amazon.com, Inc. or its affiliates

CONSULTING PARTNERS

\—/




WHAT SHOULD YOU DO?

® If you are unsure about the validity of an email or website, or are worried
that you may have fallen victim to an attack:
® Disconnect your computer from any networks and internet connections
® Turn your computer off
* Contact your tech support or IT vendor

®* We recommend not attempting to pay ransomware, as it increasingly doesn’t matter

) .-
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CONCLUSION

® You are the TARGET, but you are part of the SHIELD
®* A good defense requires diligence

® Threats are real, but can be minimized




QUESTIONS?




