Use secondary
channels (e.g. a
phone call) to verify
requests for payments
and/or changes in

account information

To all staff:
We are compiling a centra| list of
@veryone’s username and password
to keep for emergencies. Plegse
reply with Your info for oyr records,

Thanks,
Company HR Department

Refrain from supplying
login credentials or
Personally Identifiable
Information (Pll) in

response to any emails

Perform
software
updates
on all
operating
systems
and
software

UPDATE

Contact Eagle Consulting Partners

Ensure the URL
in email is
associated
with the
business from
which it claims
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Be alert to
hyperlinks that
may contain
misspellings of
the actual
domain name

FBI suggestions
for avoiding
falling victim to
a Business
Email
Compromise

cyber attack

Monitor personal

financial accounts on

a regular basis for
iregularities, such as
missing deposits

.
AT

Ensure that security
awareness training
stresses that employees
should practice security
techniques with email
programs on their mobile
devices (verify the email
address of the sender,
how to inspect URLs, efc.)

today for award-winning Security

Awareness Training programs

tailored to your staff.

CONSULTING PARTNERS

www.eagleconsultin

S

Adjust seftings on
employee computers
so that they see the
full file extensions on
any atfachments

artners.com

216.503.0333


https://eagleconsultingpartners.com/security-awareness-training/
http://www.eagleconsultingpartners.com/

