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OPTIMIZING TELEHEALTH AND
WORK-FROM-HOME GOVERNANCE DURING COVID-19

EFFECTIVELY MANAGE AND SECURE YOUR TELEHEALTH AND WORK-FROM-HOME
TO KEEP PATIENTS AND STAFF SAFE WHILE PROTECTING REVENUE AND OPERATIONS
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Gary Pritts is the Founder and President of Eagle Consulting
Partners. He has 20 years experience in health care compliance
including HIPAA and other regulations. Gary is conversant with
many compliance frameworks, information technology, health care
management, and computer security.

Mike Owens is the Vice President of Eagle Consulting Partners. He
specializes in information security risk assessment, risk
management, and cybersecurity advising. His certifications include
CompTIA Security+ and the FAIR™ quantitative risk assessment
methodology.
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INTRODUCTION:
HEALTHCARE IN THE TIME OF CORONAVIRUS

HOW THE PANDEMIC IS ALSO A SECURITY AND COMPLIANCE CHALLENGE
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HOW LONG WILL COVID-19 LAST?

g = =

= CIIE

« COVID-19  United States » US peaks at * Recurring cycles
identified in “First Wave” 68,000 new of lockdown
China continues cases per day « Better testing &

* First global » Lockdowns » By August 1: contact tracing?
deaths relaxed in some 4.5M cases, « Vaccine

« First US cases areas 142K deaths Effectiveness?
and deaths * US new cases « Country « High priority

- Declared reach 40,000 grapples with distribution
“pandemic” by per day reopening Q1-Q2 2021
WHO « US totals 2.5M schools - Widespread

« Major outbreaks cases, 116K - Multiple vaccine distribution
around the world deaths as of candidates in Q2 - Q472

« 1in 3 people June 30 human trials « Improved
globally under » US. testing /. therapies
lockdown contract _tracmg « Social

dysfunctional distancing likely
through 2021
and possibly
beyond
\_ J \§ J \_ J \_ J

Timeline of the Coronavirus Pandemic (with United States emphasis) Data sources: Business Insider, Wikipedia, The New York Times (1), (2). With additional analysis.

L e |
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https://www.businessinsider.com/coronavirus-pandemic-timeline-history-major-events-2020-3?op=1
https://en.wikipedia.org/wiki/Timeline_of_the_COVID-19_pandemic_in_the_United_States
https://www.nytimes.com/article/coronavirus-timeline.html
https://www.nytimes.com/interactive/2020/science/coronavirus-vaccine-tracker.html
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- = Social distancing: One year? Two? More?
= Telehealth & remote work — ongoing

= Need to get telehealth and work-from-home
~working well... they are the indefinite future

R | |
ANT YOU == = Traditional methods of training, policy management and

T0 STAY HOME , dissemination challenged with work-from-home

TO KEEP AMERICA sape¢ |

A%ﬂ = Address effects of rapid implementation,
_. = security & compliance challenges

. ]
COPYRIGHT © 2020 — EAGLE CONSULTING PARTNERS



NNNNNNNNNNNNNNNNNN

RAPID IMPLEMENTATION OF TELEHEALTH AND WORK-FROM-HOME
N

By necessity! But...
= Limited due diligence of new tools and vendors
= Policy and process not updated for “new reality”

= New ways of working create security gaps

G [N
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IMIANY ORGANIZATIONS RAN INTO ISSUES

= Licensing for telehealth and VPN tools
= VPN Bandwidth Issues

= |ncluding workforce bypassing VPN because of slow
performance

= Video & telehealth platforms do not scale
= Work computers shared with family members

Which IT and security tools
DO NOT WORK
if staff are not in the office?

7
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New tools, new processes
Employees outside their comfort zones
Fears and preoccupations with COVID-19

Constant web searches for information, clicking
links, emails

Attackers are taking advantage of:
- Fear
- Uncertainty
- Everyone working remotely

.|
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“MAJOR INCREASE IN CYBERATTACKS DURING THE PANDEMIC,”
REPORTS INTERPOL

= COVID-themed phishing: email scams up 59%

= COVID-themed malicious websites

1000000

= Including economic stimulus & loan relief sites like
800 000 SBAgOV

600 000

= Malware & ransomware up 36%

400000

s Attacks on remote network access services like
SESSSssssdssssdddsdss VPN, Remote Desktop

= 600% increase in Remote Desktop attacks from
beginning of March through end of April, per Kaspersky

kaspersiky
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MOVING FORWARD:
FROM REACTIVE TO PROACTIVE

Charlotte

Memphis

pallas
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WORK-FROM-HOME
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REMOTE NETWORK ACCESS

= Virtual Private Network (VPN)

= Proper configuration is key! Use industry best practices (ex: NIST or NSA guides)

= Pay attention to bandwidth & split tunneling
= Remote Desktop (RDP)

= Not recommended on its own! Use RDP over VPN or with extra security layer

= Again, importance of secure configuration

= 3rd Party Remote Login Services (e.g. LogMeln, TeamViewer, etc..)
= Must have subscription at HIPAA-compliant level + Business Associate Agreement

= Needs proper configuration & user management

12
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VIDEOCONFERENCING

= Security and privacy considerations

= Vendor due diligence

= Appropriate subscription level & Business
Associate Agreement

= Security settings

= Use best practice settings to avoid “meeting bombing”
& other abuse

= Require passwords, verify attendees, guard links, lock
meetings, etc..

= Meeting etiquette and best practices

13
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Can staff access work network from a personal
device (computer, smartphone, tablet)?

Are there enough work-managed computers to
go around?

What decisions did your organization have to
make in March/April?

Revisit and review

Updates to policy

14
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MY HOME IS NOW ON YOUR NETWORK

= Must consider staff home environments
= Physical security of home, devices
= Paper PHI privacy and security
= |nappropriate computer access by household members
= Security issues with the home network
= Connectivity & internet quality

= Private workspace

= Make sure policy addresses these expectations

= What support for employees to implement this?

15
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MULTI-FACTOR AUTHENTICATION
FOR ONLINE ACCOUNTS AND REMOTE ACCESS

= Turn on multi-factor authentication for all

internet-facing services and cloud apps T

= Also called: MFA, 2FA, two-factor authentication authentication
blocks 99.9%
= Anything is better than nothing: of unauthorized login
= One-time code through text message or email attempts,
even If hackers have a
= Smartphone app (Authy, Google Authenticator, etc..) user's current password”

= Hardware token - According to both Microsoft and Google

= Encourage staff use on personal accounts, too

N 16 X
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TELEHEALTH
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COVID-19 ADJUSTMENTS TO TELEHEALTH, HIPAA
Date |Change e

March 2020
March 17, 2020
March 18, 2020
June 15, 2020

March - present

HHS Office of Civil Rights announces “enforcement discretion” re: telehealth
President Trump Issues Emergency Declaration, expands telehealth for CMS
Massachusetts mandates all payers reimburse for telehealth

Medicaid programs in 51 states/territories expand coverage and access to
telehealth

Third party payers adjust payment policies for telehealth, guidance from The Joint
Commission, rapid innovation with telehealth platforms

18—
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TELEHEALTH UTILIZATION HIGH, 20% OF U.S. AMBULATORY VISITS

Ambulatory Visits by Type and US Region (%)

Office Visits @ Telehealth Visits
Ambulatory Visits - US (163,251,526 Total Visits)

100%

80%

60% /'\
© 40% M

20%

0%

January February March April May June July
2020

Source: Epic Health Research Network, ehrn.org/telehealth-fad-or-the-future
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PITFALLS OF INATTENTION

= Denied claims

= Claim audits and claw-backs

= State investigations and actions
= Accreditation Failures

= | awsuits

COPYRIGHT © 2020 — EAGLE CONSULTING PARTNER
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TELEHEALTH PROGRAM GOVERNANCE

= Licensure = Patient Consent

= Credentialing = Verification of Patient ldentity

= State Practice Standards and Location

= Prescribing of Controlled " Relmbursement Rules
Substances Rules = Documentation

= Privacy and Security = Tools, Training, and Workflow

21
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TELEHEALTH PROGRAM GOVERNANCE

= Licensure = Patient Consent

= Credentialing = Verification of Patient ldentity

= State Practice Standards and Location

= Prescribing of Controlled " Relmbursement Rules
Substances Rules = Documentation

= Privacy and Security = Tools, Training, and Workflow
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TELEHEALTH PROGRAM GOVERNANCE

= Licensure = Patient Consent

= Credentialing = Verification of Patient ldentity

= State Practice Standards and Location

= Prescribing of Controlled — ARTUOWSEmEL FUSE
Substances Rules = Documentation

= Privacy and Security = Tools, Training, and Workflow
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TELEHEALTH PROGRAM GOVERNANCE

= Licensure = Patient Consent

= Credentialing = Verification of Patient ldentity

= State Practice Standards and Location

= Prescribing of Controlled " Relmbursement Rules
Substances Rules = Documentation

= Privacy and Security = Tools, Training, and Workflow
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WHAT HAS CHANGED NOW THAT
EVERYTHING HAS CHANGED?

YOUR ANNUAL SECURITY RISK ASSESSMENT
SHOULD LOOK VERY DIFFERENT THIS YEAR

N 25 X
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= Security Risk Assessment
= Work-From-Home and Telehealth

= Process changes, increased reliance on technologies

= Security incidents causing bigger impacts

= Enterprise Risk Management

= Security Risk
= Compliance Risk (Incl. Billing & Revenue)
= Malpractice Risk

= Changes in Enterprise Risk Tolerance

26 |
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SECURITY RISK ASSESSMENT: MORE THAN JUST AN “IT THING”

= Document changes: Technology and Operational

= Work-From-Home and Telehealth platforms

= Remote network access

= Process changes

—
= Major increase in attack surface! = @ ] @

= Are existing controls still effective? @‘" 4 I l

I
J o 0
,
>
>

= Were new controls established?

= Where are the gaps?

27
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EVOLVING LANDSCAPE AND WORST-CASE SCENARIOS

= Unfriendly threat landscape, in some ways getting worse

= Assess impacts from worst-case scenarios:

= Data breach
= Dataloss / destruction
= Extended downtime of critical systems

= Ransomware - the worst of all worlds
= Quantify the financial impacts

= Health and safety, patient harm!

= Ex: Death following ransomware at German hospital
28 I EE———————
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ENTERPRISE COMPLIANCE RISK

= What new compliance obligations because of new processes and
technologies?

= Revenue impacts of changes: incomplete billing, denied claims, claw-backs
= Risk of audit or accreditation problems

= Possibility of legal action due to process failures

= Poor implementation & user experience — volume down, loss of revenue

= Again, compare actual vs. best practice

29 |
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KEY TAKEAWAYS FOR YOUR ORGANIZATION

= Telehealth and Work-From-Home are likely to continue at scale for the
next 1-2 years or more

= Update HIPAA Security Risk Assessment

= Update Organization Risk Assessment

= |Implement best practices most relevant to your situation
= Get policies and protocols caught up to the “new normal”

= Free resources to get you started, including Model Policy Kit and
Telehealth Billing Guidelines

30
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QUESTIONS?

STICK AROUND FOR YOUR FREE RESOURCE KIT AFTER THE Q&A!
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ADDITIONAL RESOURCES

Work-From-Home
“NIST SP 800-77 (Guide to IPsec VPNSs),” NIST. https://csrc.nist.gov/publications/detail/sp/800-77/rev-1/final
“NIST SP 800-113 (Guide to SSL VPNSs),” NIST. https://csrc.nist.gov/publications/detail/sp/800-113/final

“Guidance to Render Unsecured Protected Health Information Unusable, Unreadable, or Indecipherable to Unauthorized Individuals,” HHS.
https://www.hhs.gov/hipaa/for-professionals/breach-notification/quidance/index.html

“Info Sheet: (Abridged) Securing IPsec Virtual Private Networks (July 2020),” NSA. https://media.defense.gov/2020/Jul/02/2002355625/-1/-
1/0/SECURING_IPSEC_VIRTUAL_PRIVATE_NETWORKS_EXECUTIVE_SUMMARY_2020_07_01_FINAL_RELEASE.PDF

“Info Sheet: (Full) Configuring IPsec Virtual Private Networks (July 2020),” NSA. https://media.defense.gov/2020/Jul/02/2002355501/-1/-
1/0/CONFIGURING_IPSEC_VIRTUAL PRIVATE_NETWORKS 2020_07_01 FINAL_RELEASE.PDF

“Best Practices for Video Conferencing Security,” Palo Alto Networks. https://blog.paloaltonetworks.com/2020/04/network-video-conferencing-

security/

“Telework Security: Securing Home and Remote Workers,” Eagle Consulting Partners. https://eagleconsultingpartners.com/general-news/telework-

security/
Telehealth

Medicus Billing and Consulting Telehealth Resource Center: https://www.medicusbilling.com/telehealth-resource-center
California Telehealth Resource Center: https://www.caltrc.org

Other References
“INTERPOL Report Shows Major Increase in Cyberattacks During the COVID-19 Pandemic,” NetSec.news. https://www.netsec.news/interpol-report-shows-major-increase-in-cyberattacks-
during-the-covid-19-pandemic/
“Remote spring: the rise of RDP bruteforce attacks,” Kaspersky. https://securelist.com/remote-spring-the-rise-of-rdp-bruteforce-attacks/96820/
“Alert (AA20-225A) Malicious Cyber Actor Spoofing COVID-19 Loan Relief Webpage via Phishing Emails,” CISA. https://us-cert.cisa.gov/ncas/alerts/aa20-225a
“Microsoft: Using multi-factor authentication blocks 99.9% of account hacks,” ZDNet. https://www.zdnet.com/article/microsoft-using-multi-factor-authentication-blocks-99-9-of-account-hacks/
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https://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html
https://media.defense.gov/2020/Jul/02/2002355625/-1/-1/0/SECURING_IPSEC_VIRTUAL_PRIVATE_NETWORKS_EXECUTIVE_SUMMARY_2020_07_01_FINAL_RELEASE.PDF
https://media.defense.gov/2020/Jul/02/2002355501/-1/-1/0/CONFIGURING_IPSEC_VIRTUAL_PRIVATE_NETWORKS_2020_07_01_FINAL_RELEASE.PDF
https://blog.paloaltonetworks.com/2020/04/network-video-conferencing-security/
https://eagleconsultingpartners.com/general-news/telework-security/
https://www.medicusbilling.com/telehealth-resource-center
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https://www.netsec.news/interpol-report-shows-major-increase-in-cyberattacks-during-the-covid-19-pandemic/
https://securelist.com/remote-spring-the-rise-of-rdp-bruteforce-attacks/96820/
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Eagle Consulting
Partners

Cybersecurity, Compliance, and
IT Risk Management Experts

Policy and Procedure Development
Security Risk Assessments
Disaster Recovery Planning
Security Awareness Training
Regulatory Compliance Support

We'd love to hear from you
216-503-0333
eadgleconsultingpartners.com

Thank you for joining us!

/Get Your Free Resource Kﬂ\

eagleconsultingpartners.com/hospitalportal

Including model policies for:

= Employee Work at = Telehealth

Home = Encryption
= Videoconferencing =  Security Management
= Bring Your Own Device Process

(BYOD)

Model security risk assessment
and

K Bonus guide to telehealth billing! /
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